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Managing Microsoft CA  
certificates with Sectigo
Sectigo Certificate Manager (SCM) provides complete visibility and lifecycle control 
over Microsoft certificates alongside your other private and public certificates. With 
direct integration into Microsoft Certificate Authority (MSCA), Sectigo delivers a modern 
approach to issuing and managing any certificate across your business, all from a  
single platform.

Using Sectigo Certificate Manager with ADCS

Certificate-based identification and authorization using Microsoft’s Active Directory Certificate Services (ADCS) are the 

most common use cases for using MSCA. Deploying Microsoft ADCS in a standalone or redundant configuration is best 

practice to ensure fraudulent certificates cannot be created. However, this creates additional costs for infrastructure and 

ongoing maintenance by a PKI expert. With SCM, customers can issue certificates from their existing ADCS deployment, 

maximizing their investment without increasing costs. The ADCS instance located on-premise can be managed from the 

cloud directly through SCM, enabling customers to automate the management, control, installation, and renewal of their 

MSCA certificates.

With today’s remote and hybrid workforce using non-corporate-issued devices, ADCS cannot provide visibility and 

control over certificates used on devices outside the corporate network. SCM solves this challenge with the ability to 

request and deploy certificates from MSCA to any Windows device on or outside the corporate domain.

Benefits of using Sectigo’s solution for MSCA 

	 Continuous discovery and management of all digital certificates  

		  (Microsoft and other Public & Private certificates)

	 Control new volumes of certificates used for identification and  

		  authorization using Active Directory Certificate Services (ADCS)

	 Leverage existing investment in ADCS with enhanced capabilities

	 Superior automation for installation and renewal

	 Deploy certificates to secure non-Microsoft use cases

	 Enforce consistent certificate policies across the enterprise
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Sectigo Certificate Manager (SCM)

SCM is a cloud-native platform purpose-built to issue and manage the lifecycles of digital certificates and keys to  

secure every human and machine identity across the enterprise. With the added capability of managing certificates 

from third-party CAs like Microsoft, customers can leverage their investments with other CAs and have a central  

portal to manage them all in one place. SCM has integrations into leading technology providers and advanced  

automation capabilities to fit in every IT environment.

Sectigo Certificate Manager issues and manages MSCA certificates
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About Sectigo

Sectigo is a leading provider of Certificate Lifecycle Management (CLM), helping organizations secure human 

and machine identities while reducing the hidden risks of modern digital trust. As certificate volumes grow and 

lifespans shrink, unmanaged certificates are becoming a source of outages, compliance exposure, and operational 

disruption. Sectigo uses Orchestrated Automation to deliver Simplicity at Scale through its cloud native 

CLM platform, bringing visibility, control, and lifecycle management together across complex environments. 

With more than 700,000 customers, including 65% of the Fortune 500, Sectigo is one of the largest and longest 

standing certificate authorities, with over 20 years of delivering unparalleled digital trust. For more information, 

visit www.sectigo.com or follow us on LinkedIn.

https://www.sectigo.com
https://www.linkedin.com/company/sectigo/

