Consolidation Case

Finance & Banking

Sectigo supports a leading finance institution with full automation and consolidating of their certificate
operations, increasing security, while reducing manual effort.

Sectigo products Challenge

e Active Directory joined certificates for Windows server, ) ) .
This leading finance institution, who

Windows desktop campus, Windows desktop branch,
Windows ATM and Linux
e Kubernetes container certificates

serves both individuals and
businesses, was looking to simplify

e Provision and management of a large amount of public SSL i [EroEEss o el eaiizie

. lifecycle management, to increase the
certificates recy & I

e Azure and Intune integrations level of security and reduce the costs

and time involved managing their

e Management of Google certificates
certificates.

e Reporting and notification capabilities

®

Solution

Sectigo helped this global financial institution to fully automate the lifecycle of their digital

certificates with Sectigo Certificate Manager, consolidating all certificate-related operations
under one platform.

The need for a simplified certificate lifecycle management solution

This bank has an extensive network of branches, own ATMs and partnership ATMs with millions of
customers. Safe and secure data and communications have always been paramount within the banking
industry, however this bank found they had a growing need for one provider for public and private
certificates and felt that efficiency and flexibility had become more essential. For a banking institution
of this size, it becomes crucial to align and automate processes. Prior to choosing Sectigo, this bank
found that generating private keys, ordering and installing certificates, and then monitoring them was
proving too labor intensive. In addition, it increased the risk of expired certificates. Streamlining and
consolidating vendors and automating their certificate lifecycle management became a priority.
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Why vendor consolidation mattered

e One provider for issuance, automation and Management of Sectigo certificates as well

management of different public and private as certificates from other public and
certificates private CAs

e Support of Windows, MacOs, and Linux ¢ Integrations with Kubernetes, Azure AD,
environments Intune and GCP

e Mobile device management

Benefits of Sectigo Certificate Manager

e Flexible and reliable system for digital e Ensures no unexpected certificate expiration via a
certificate issuance and lifecycle management detailed notification process
e Automates and centralizes the management e Streamlines lifecycle administration with rapid
of cryptographic keys enrollment, approval, issuance, revocation and
e Configurable email alerts to receive renewal of all SSL certificates from any CA
notifications about certificate requests and e Expert technical assistance
upcoming expiration notices e Cloud-based solutions for ease of use and
e Auto Discovery feature imports all existing management
and future SSL certificates (even for different e Real time status checking
vendors) on company websites and internal e Same day expiration reissuance
networks e 50+ integrations with leading technology providers

About Sectigo
Sectigo is the leading provider of digital certificates and automated Certificate
Lifecycle Management (CLM) solutions trusted by the world’s largest brands. Its

cloud-based universal CLM platform issues and manages the lifecycles of digital
certificates issued by Sectigo and other Certificate Authorities (CAs) to secure
every human and machine identity across the enterprise. With over 20 years of
experience establishing digital trust, Sectigo is one of the longest-standing and
largest CAs with more than 700,000 customers, including 40% of the Fortune
1000. For more information, visit www.sectigo.com.
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