https://secure.comodo.net/products/! Tier 2Par tner Details

Version History

1.0 Original version.
1.01 Changed: “accountStatus” is a string, not aggiet.
Changed: Descriptions of “verificationLevel” and taentStatus”.
1.02 Added:  “loginName”, “loginPassword” and “accollditparameters.
Added:  “capLiveCCCs", “peakLiveCCCs", “currentLive@8” and “authorizedDomains” response parameters.
1.03 Added: ‘“resellerStatus”, “webHostResellerStatsd “epkiStatus” response parameters.
1. Request

The request should be POSTed (rather than GETetgtabove URL.

Required variables are bold.
Optional variables are iitalics.

Variable Name Type Max. Length Description
(case insensitive)
Either:
saspSessionl D string 16 chars The ID of a SASP “login session”
Or:
loginName string 64 chars Tier 1 or Tier 2 Username
loginPassword string 128 chars Tier 1 or Tier 2 Password
accountlD integer Tier 2 Account ID (this parameter is reqdivehen the “loginName” and “loginPassword” are tho$
the Tier 1; otherwise, this parameter should beteah)
2. Response

The MIME type will beappl i cati on/ x- ww f or m ur | encoded, because the format of the response will be thees@JRL-encoded” format as the request
(e.g. namel=valuel&name2=value?2).

Here are the names of the various variables tHhbmnay appear in the response:

Variable Name Type Description
(case insensitive)
errorCode integer Error code (see list below for possible values)
errorMessage string Explanation of error
accountlD integer The SASP ID of the Account
userlD integer The SASP ID of the logged-in User
verificationLevel string The level of validation performed on the camy controlling the account (e.g. “Class 3")
accountStatus string The status of the account (e.g. “Not yetvacti“Active”, “Suspended”, etc)
resellerStatus string The status of the Reseller functionalityhsf Biccount (e.g. “Awaiting Authorization”, “Authagd”, “Rejected”)
webHostResellerStatus string The status of the Web Host Reseller functignaf the account (e.g. “Awaiting Authorization"Authorized”, “Rejected”)
epkiStatus string The status of the E-PKI functionality of thecount (e.g. “Awaiting Authorization”, “Authoriz&d‘Rejected”)
capLiveCCCs integer (Certain Tier 2 Resellers only) The maximaummber of concurrently “live” CCCs that this TieisZpermitted to have
peakLiveCCCs integer (Certain Tier 2 Resellers only) The highmsnber of concurrently “live” CCCs that this Tiehas ever had
currentLiveCCCs integer (Certain Tier 2 Resellers only) The numbeitive” CCCs that this Tier 2 currently has
authorizedDomains | string A comma-separated list of domain names taaébeen authorized to be used in email addrdss fie CCCs order by this
Partner.
The special value “authorizedDomains=NONE" meaias tto domain names are authorized.
(If this parameter is omitted, all domain namesaurthorized).

Here are the possible values for “errorCode” andotdlessage™

error Code error M essage
0 Successful
-1 Request was not made over HTTPS!
-2 ‘xxxx’ is an unrecognized argument!
-3 The ‘xxxx’ argument is missing!
-4 The value of th&xxx’ argument is invalid!
-14 An unknown error occurred!
-16 Permission denied!
-17 Request used GET rather than POST!




