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1. Prerequisites

1.1.Server Requirement

Windows Server 2012 /2012 R2 (Foundation/Essentials/Standard/Datacenter) Active Directory Domain Services

Certificate Manager Server (CCM) running under JRE 1.6., must be accessible from Active Directory Certificate
Services host. CCM Server's URLs must be assigned to Trusted Zone.

Remarks: Currently, AD CS role can be installed automatically by Comodo AD Agent Installer. It is not
recommended to have AD CS role installed before Comodo CA Proxy. If AD CS role is already installed, make sure

that it meets the following requirements:
«  This CAis configured as Root CA

«  The type of the CAis Enterprise (not Standalone)
«  This CA works properly
Otherwise, it is highly recommended to uninstall AD CS role or use another server.

Editions of Windows Server 2012 / R2 that can be used with AD CS role

Edition AD CS availability

Edition AD CS availability
Foundation Certificate Authorities only
Essentials Certificate Authorities only
Standard Yes

Datacenter Yes

1.2.Client Requirement

«  Windows 7, 8, 8.1 workstation as domain member

»  Domain user account

2. Active Directory Certificate Services
(AD CS) Installation

We recommend that you install the Comodo AD agent on a server without AD CS role pre-installed. It is the easiest
way to get the correct AD CS role configuration for integration with CCM. To continue with this approach, please skip
to section 3. However, if you decide to configure AC CS role independently, please refer to “Active Directory
Certificate Services Role installation guide”.

If the Comodo AD Agent finds that the AD CS role is already installed it will use existing configuration of AD CS.
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3. Comodo CA Proxy Service Installation

Prerequisite: The Comodo CA Proxy Service can be installed only if AD integration is enabled for your CCM
account. Please contact your Comodo account manager to ensure that AD support is enabled.

The service requires agent software to be installed on the server. The agent can be downloaded only by an MRAO

administrator who has the 'MS AD Discovery' privilege. Please ensure that your MRAO admin has that privilege so
they can provide the agent to you.

1. Make sure that you are logged on to the server as a domain administrator.

2. Click 'Start', point to 'Administrative Tools' then click 'Server Manager' (or click the 'Server Manager' button
on the task bar).

3. IfAD CS role is pre-installed, then the Microsoft AD CA service should be stopped to continue the
installation of Comodo CA Proxy Service. To do this, Select 'Roles', expand it and then select and expand

the 'Active Directory Certificate Services' node. Select the previously installed Microsoft AD CA service and
click the 'Stop' button on the 'Server Manager' page. See the Figure 3.1 for details.

E.,, Server Manager

I =101 x|

File Acton View Help

L EENETEN IR
ii Server Manager (WIN-NPE7HOPMGGI) {qmq.dq CA Prq:qr
B & Roles Comodo C...

= ﬁ Active Directory Certificate Services

g% Enterprise PKI TI Revoked Certificates T
5| Certificate Templates —] Issue.d Certificates
= ﬂ_Ii ._. ymodo CA Proxy _I Pending Reguests
_| Revoked Certificates Ll Failed Requests
[ Issued Certificates || Certificate Templates

7| Pending Requests

;i Failed Requests

| Certificate Templates
I 4 Active Directory Domain Services

Features
Diagnostics
& Configuration
Storage

4. Download and install the MS Agent. To do this:
« Login to CCM as MRAO administrator with MS AD Discovery privileges
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W Filter

E Download Agent | JCreate Cluster

HA| ACTIVE CONNECTED HODES STATUS VERS
O Agent5 DISCONNECTED JR(
Agent 58 [
b\
Opening ccemmscontrollerinstall.exe >

You have chosen to open:

ccmmscontrollerinstall.exe

which is: Binary File (110 MEB]
from: https://bddcesoftcem.brad de.comodo.net

Would you like to save this file?

Save File | | Cancel

«  Select the 'Settings' tab then 'Agents' >' 'MS Agents' then click 'Download Agent'.
»  Save the agent setup file, 'ccmmscontrollerinstall.exe'
5. Start 'ccmmscontrollerinstaller.exe' from command line or explorer

Note: The agent setup process will uninstall any previous versions of the agent.

Setup - CcmMSAgent [=[ox]

Welcome to the CcmMSAgent
Setup Wizard

The agent setup wizard will start.

This will install CcmMSAgent version 1.0 build: 0000 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

6. Click 'Next'

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 5
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5 Setup - CcmMSAgent

License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT
CCM Extra Agent

THIS AGREEMENT CONTAINS A BINDING ARBITRATION
CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY
BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

IMPORTANT — THIS AGREEMENT RELATES TO TRIAL, FREE,

(®) I accept the agreement

() I do not accept the agreement

7. Read the end-user license agreement (EULA) and accept to it to continue the installation. The next step
allows you to specify the installation location for the agent.

i Setup - CcmMSAgent

Select Destination Location
Where should CcmMSAgent be installed?

* Setup will install CcmMSAgent into the following folder.

To continue, didk Mext, If yvou would like to select a different folder, dick Browse.,

": ogram Files\COMODO\CanMSAgent | | Browse...

Atleast 36.7 MB of free disk space is reguired.

8. The default installation folder is C:\Program Files\COMODO\CcmMSAgent\ You can change this by clicking
the 'Browse..." button.
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9. Click 'Next'.

5 Setup - CcmMSAgent

CCM Ms Agent mode:

Install CCM Ms Agent as CA Proxy.:
[] Enroll on Behalf.

< Back || Mext = || Cancel

Agent installation preferences

« Install CCM MS Agent as CA Proxy (default). Device certificates will be generated through NDES. Will
also enable the discovery of AD objects.

«  Enroll on Behalf — Device certificates will be generated through MS CA. Will also enable the discovery
of AD objects.

» Please note if you prefer both options then install the agent on a server without MS CA that you plan to
use.

10. Click 'Next'. The 'Accounts Information' step will be displayed if you opt for 'Enroll on Behalf'.
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Accounts Information

Please enter Account Information for Domain Administrator:

Login:

|'L'IJ'IN4(1NDUK['I.I'U2G‘IF.dminiS1Ia1I:r

Password:

< Back || Mext =

| | Cancel

11. Enter the domain admin credentials and click 'Next'

i Setup - CcmMSAgent

Agent properties

Please fillin the following fields:
Enter CCM server's address :

| tps: //demo. cert-manager. com

Enter Account's URI on Comodo Certificate manager :

|dc:u:s

Enter the Secret Key 10.. 128 chars :

| 50jBVNySUHM 1rZzT90dK

< Back || Mext =

| | Cancel

12. The fields are auto-generated:

COMODO

Creating Trust Online®
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»  Enter CCM server's address — The URL of your CCM instance. Don't alter this.

«  Enter Account's URI on Comodo Certificate manager — The URI for your account configured by CCM.
Don't alter this. The URI of your CCM account is displayed at the end of your CCM instance URL. For
example if the URL is https://demo.cert-manager.com/customer/demo, the last part after 'customer' is
the URI.

«  Enter the Secret Key — This is an authentication key auto-generated for the purpose of connecting to
CCM. You can enter a pre-configured key here if required. After downloading the agent, it will be
displayed in the CCM interface with status as 'N/A".

» (o to Settings > Agents, then click ' MS Agents'. Select it and click 'Edit' at the top. In the 'Secret Key'
field, change it to your preferred key, copy it and store. Click 'OK' to save your settings. Enter the
copied key in this field.

13. Enable CCM Ms Controller AutoUpdate - If selected, the MS Agent will be automatically updated to
available new versions.

5 Setup - CcmMSAgent

Choose CCM Ms Controller Update mode:

Enable CCM Ms Controller AutoUpdate:

< Back || Mext = || Cancel

14. Click 'Next'. The next step allows you to select the start menu folder for the agent. The default location is
COMODO/CcmMSAgent.
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i Setup - CcmMSAgent

Select Start Menu Folder
Where should Setup place the program's shortouts?

W
Setup will create the program's shortcuts in the following Start Menu folder,
[ =]

To continue, dids Mext, If yvou would like to select a different folder, dick Browse.

COMODO\CcmMSAgent | | Browse...

< Back || Mext = || Cancel

15. Change the location if required and 'click Next'

5 Setup - CcmMSAgent

Ready to Install
Setup is now ready to begin instaling CcmMSAgent on your computer,

Click Install to continue with the installation, or dick Badk if yvou want to review or
change any settings.

Destination location: ~
C:\Program Files\COMODOYCocmMSAgent
Start Menu folder:
COMODOYCocmMSAgent
Lt
£ >
< Back || Install | | Cancel

+  Review CcmMSAgent settings and click 'Install' to continue the installation
Check the agent is installed properly and ready to enroll certificates through Comodo CA:
«  Navigate to 'Start Menu' > 'Administrator Tools"> 'Services™ 'Active Directory Certificate Services'

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 10
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+ Inthe 'General' tab > Service name: CertSvc
+ Path to executable: C:\\Programs File\COMODO\CcmMSAgent\bin\ccm_ca.exe/w

16. Click 'Start', point to 'Administrative Tools', and then click 'Server Manager'. Or click the corresponding
button on the task bar. Select the 'Roles Summary' section, expand it and then select and expand the
'Active Directory Certificate Services node'. Locate Comodo CA Proxy service. Make sure that the service is
started. Figure 3.1 shows running state of this service.

Otherwise, try to start this service manually.

Note: To enable device certificates enrollment, NDES service is to be installed under AD CS role. For guidance on
this, please refer to the online guide at:

http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enroliment-service-ndes-in-active-
directory-certificate-services-ad-cs.aspx

4. Configure Certificate Enrollment Policy

1. Make sure, that you are logged on to the appropriate server as a domain administrator.

2. Run'gpmc.msc' (Press Windows Key + R, type ‘gpmc.msc', click OK)

= Group Policy Management — | = -
|2 File Action View Window Help x
= 7[E X G
&, Group Policy Management Default Domain Policy
“ —L\‘ F?rest: m?t.adtest.tst Scope | Details I Settings | Delegation |
4 |55 Domains .
4 3 roctadtest.tst Links
=iy Default Demain Policy Display links in this location: |root.adtest.tst v
4 [5] Domain Controllers Edit... | ing, and OUs are linked to this GPO:
| =i Default Domain CFG T g g = Erforced  Link Enabled
I [ 5 Group Policy Objects .
b 2 WMI Filters v | | Link Enabled Yes fes
s
- [ Starter GPOs 5ave Report...
= m >
b L@ Sites Wz »

ity G Policy Modeli
jE'. rouR o fcy oeeing Mew Window from Here
1) Group Policy Results

Delete can only apply to the following groups, users, and computers
Rename
Refresh
Help m >
| Add... | | Remove Properties
WMI Fltering
This GPQ is linked to the following WM fiter:
<nones v Open
L4 m >
Open the GPO editor
Figure 4.1

3. Select the 'Domains' node, expand it as shown in Figure 4.1. Right-click on 'Default Domain Policy' and
select 'Edit'. The Group Policy Management Editor will be displayed.
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g Group Policy Management Editor

File Action View Help
L R

(=] Default Domain Policy [WIN-CI978906VUG.ROOT. | Object Type
4 i Computer Cenfiguration | Enterprise Trust

b [ Policies | Trusted Peaple

I (| Preferences %] Certificate Services Client - Certificate Enrollment Palicy
4 i User Configuration [55] Certificate Services Client - Credential Roaming

4[4 P?Iicies [5] Certificate Services Client - Auto-Enrollment
b || Software Settings

a || Windows Settings
|=] Seripts (Legon/Logoff)
4 i Security Settings
4| | Public Key Policies
| Enterprise Trust
| Trusted People
b Software Restriction Policies
I [_] Folder Redirection
I gl Policy-based QoS
b || Administrative Templates: Policy definif
b || Preferences

Figure 4.2
4. Select 'Computer configuration' > 'Policies’ > 'Windows settings' > 'Security Settings' > 'Public key policies".

5. From the 'Object Type' list at the right, double-click on the 'Certificate Services Client - Certificate Enroliment
Policy.'
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et =

Certificate Services Client - Certificate Enrollme... _

Enrollment Policy

Configuration Model: ﬂEﬂablEd W D
Certificate enrollment palicy list
Default  Mame Automatic Enrollment
| Active Directory Enrollmen...  Enabled
| Add... | | Remove... Properties

Additional certificate enrollment policy configuration

[ | Disable user configured enrollment policy servers

Learn mare about enrolment policy servers

Figure 4.3

« Enable 'Configuration Model' by choosing 'Enabled' from the drop-down

«  Make sure that this Active Directory Enroliment Policy is used as default. The 'Default' check box
must be selected. The “Automatic Enrollment” column must contain the value “Enabled”.
Otherwise, enable this policy in the next step.
4. Click the 'Properties' button. Make sure, that all options in the 'Enroliment Configurations' group box are
selected. 'Enroliment policy servers' list must contain a record with “LDAP:” as Server URI and “Windows
Integrated” as Authentication type. Such configuration is displayed at Figure 4.4

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 13
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i Certificate Enroliment Policy Server Properties -

Mame:
Active Directory Enrollmert Policy

Enrollment policy 10
{DEABD101-EF44-46CD-9F98-33C563836808)

Enrollment policy servers:

Server LRI Priirity Authentication Type
LOAP: Default Windows integrated
Bemove

Enrollment configuration
Enable for automatic enrollment and renewal
Require strong validation during enroliment

Leam more about enrollment policy servers

| ok || Cance |

Figure 4.4

6. Click the 'OK 'button to apply changes and close this window. Click the 'Apply' 'button on 'Certificate
Services Client - Certificate Enroliment Policy Properties' to apply changes and close the window.

Note: This section is about the minimal configuration of Certificate Enroliment Policy. Basically, it is required for
enrollment and auto-enrollment functionality for domain-joined users. But if you need to use extended features,
such as web-enrollment services, you must add other enrollment policy.

5. From the 'Object Type' list at the right, double-click on the ‘Certificate Services Client — Certificate Auto
Enroliment'.
«  Enable 'Configuration Model' by choosing 'Enabled' from the drop-down

- Select the options for renewal of expired certificates, updating pending certificates, renewal of revoked
certificates and updating certificates, that use certificate templates as shown in Figure 4.5 .

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 14
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Certificate Services Client - Auto-Enrollment pro.| 2 ]

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: ﬂ Enabled W D

Renew expired certificates, update pending certificates, and remove
revoked certificates

Lipdate certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

102 e
b

Additional stores, Use *," to separate multiple stores, For example:
"Storel, StoreZ, Store3”

Learn mare about Automatic certificate management

| oK | | Cancel | | Apply |

Figure 4.5

»  Press the 'OK' button to apply changes and close this window.

5.Deploy Trusted Root Certificates

Import Comodo CA's root and intermediate certificates to Group Policy. In the Group Policy Management Editor
(Figure 4.1) go to 'Computer Configuration' > 'Windows Settings' > 'Security Settings' > 'Public Key Policies' >
"Trusted Root Certificate Authorities'.

(In Windows Server 2012 navigate to 'Computer Configuration' > 'Policies' > 'Windows Settings' > 'Security Settings
> 'Public Key Policies' > 'Trusted Root Certificate Authorities').

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 15



Comodo CA Proxy Server - Windows Installation Guide (Eg[_yWndoW‘s'Sé_f\}é_r 201272012 R2)

COMODO

= Creating Trust Online*

= Group Policy Management Editor

File Action View Help
I EIREE

[ [ Windows Firewall with Advanced Security A || lszued To
| Metwork List Manager Policies

I ;jﬂ Wireless Metwork (IEEE 2802.11) Policies

4 || Public Key Policies

-

Issued By Expi

There are no items to show in this view.

| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Trusted Pecple
I || Software Restriction Policies
I | Metwork Access Protection
- [ Application Control Policies
Is g IP Security Policies on Active Directory (ROOT.
- [ Advanced Audit Policy Configuration

W

(P f -

kS 1] > £ n >

Trusted Root Certification Authorities store contains no certificates,

Figure 5.1

«  Click 'Import... 'option from popup menu, then click Next button and input location of file with certificates.
Basically, trusted cerficicates are located at \Trusted sub-folder of destination folder, that was entered to
installer program at section 3, step 6. By default it is C:\Program Files \COMODO\CcmMSAgent\Trusted\
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. Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext.

Mext || Cancel

Figure 5.2 Certificate Import Wizard
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File to Import
Spedfy the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (L55T)

Figure 5.3 Select certificate to import
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities | | Browse...

Figure 5.4 Select certificate store

COMODO

Creating Trust Online®
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(€) - Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

0= = e =Rt lm = e MBS Trusted Root Certification Autharities

Content Certificate
File Mame C:\TEST_CERT\admin.cer

Finish || Cancel

Figure 5.5 Import complete.

Press Finish to close wizard. After importing, you should see certificates in Group Policy. You should do this action
for each file with trusted certificates.

6.Configure Templates at Active Directory

CCM can issue private certificates with custom parameters by mapping CCM private certificate types to custom
Active Directory certificate templates. Custom parameters include key usage, extended key usages, key sizes,

validity period and so on. This section explains how to create custom certificate templates for mapping to CCM

private certificate types.

1. Log on to the appropriate server as a domain administrator.
2. Run 'certsrv.msc' (Press Windows Key + R, type 'certsrv.msc', click OK)

3. Right-click on Certificate Templates and choose 'Manage'
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01272012 R2)

COMODO

Creating Trust Online®

] certsrv - [Certification Authority (Local\ComodoCAProxy\Certificate Templates] |;|£-
File Action View Help
o= 7 GE
ﬁj Certification Authority (Local) MNarme Intended Purpose
4 aﬂ ComodoCAProxy 5 Directory Email Replication Directory Service Email Replication
L] Revoked Certificates ) Demain Centroller Authentication Client Authentication, Server Authentic...
—T‘ Issued Certificates H Kerberos Authentication Client Authentication, Server Authentic...
J_ Pe_ndmg M=  EFs Recovery Agent File Recovery
IT_-I Falle.d. e | 5 Basic EFS Encrypting File System
e T e ST - ntroller Client Authentication, Server Authentic...
| — Server Authentication
Mew 4 Client Authentication, Server Authentic...
Vi ; Encrypting File System, Secure Email, Cl...
e Certification Authority <All=
Refresh or Microsoft Trust List Signing, Encrypting...
Export List...
Help
Starts Certificate Templates snapin
Figure 6.1

The Certificate Templates Console will open.

4. Right-click on a suitable template and choose 'Duplicate Template' from the right click options

] Certificate Templates Console = I='-
File Action View Help
o A R EY

5 Certificate Templates (WIN-NOI" | Template Display Narite
5 Administrator

Schema Version Ver: ~ || Actions
41

. Certificate Templates (WIN-NOI16VED... «

H Authenticated Session 3.1 R 5
5l Basic EFS 3.1 ore Actions

% CA Exchange 106 | yser -

CEP Encryption 4.1 More Actions N

3.1
5.1
105
115

1
1

]

2

1

H Code Signing 1

= Computer 1

[ Cross Certification Authority 2

= Directory Email Replication 2

| Domain Controller 1 4.1
#] Domain Controller Authentication 2 110
HErs Recovery Agent 1 6.1

H Enroliment Agent 1 41

H Enroliment Agent (Computer) 1 5.1

| Exchange Enrollment Agent (Offline requ... 1 41

| Exchange Signature Only 1 6.1

H Exchange User 1 1.1

2 1PSec 1 81

H IPSec (Offline request) 1 7.1

[ Kerberos Authentication 2 110/
= Key Recovery Agent 2 105
[ OCSP Response Signing 3 101
1) RAS and IAS Server 2 101
| Root Certification Authori 1 - 5.1

 Router (%Iir{ﬁ) 4.1

H smartcard Log 6.1

| Smartcard Usel i : 1.1
3 Subordinate C Properties 5.1

5 Trust List Signi

Help

< m b

Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs
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Figure 6.2
The 'Properties' dialog for the new template will appear with the same settings as the template from which it was
copied.
Properties of New Template -
Subject Name | Server | lssuance Requirements
Superseded Templates | Bxtensions I Security
Compatibility |Genem| | Request Handling | Cryptography | Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority
| Windows Server 2003

Cerificate recipient

| Windows XP / Server 2003

These settings may not prevent earlier operating systems from using this
template.

OK || Cancel || ool Help

Figure 6.3

«  Choose the compatibility of the new template. It is recommended to choose it according to the OS
versions on the CA Proxy server and workstations. Click 'OK' to save your choice.

+  Enter Template Display Name and Template Name
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Properties of New Template

Superseded Templates | Extensions | Security
Subject Name | Server | lssuance Reguirements
Compatibility | General | Request Handling |Cr'_.rptug|aph'_.r | Key Atestation

Template display name:

|

Template name:
Walidity period: Renewal period:
| 1||:|"E!EIFS V| | 'E”weeks W

Publish cerfficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certfficate exists in Active
Directony

[ox ] [ Coros | [ oo | [ o |

Figure 6.4

+  Set the necessary permissions to this template. Switch to the Security tab. For users that enroll for
certificates using this template, you should set Read, Enroll, Auto-enroll permissions.
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Properties of New Template

Subject Name | Server | lssuance Requirements
Compatibility | General I Feguest Handling | Cryptography I Key Attestation
Superseded Templates I Extensions | Security

Gmup ar user names:
8, Authenticated Users

& admin

E& Domain Adming (ROOT \Domain Admins)

" § Domain Users (ROOT\Domain Users)

% Enterprise Admins (ROOT Enterprise Admins)

| Add... | | Remowve |
Permizsions for Domain Users Allow Dermy
Full Control ] ]
Read O
Write ] L]
Enroll [
Autoenmnall ]

For special pemissions or advanced settings, click
Advanced.

OK || cCancel || Moy | Heb

Figure 6.5

"Write' permission allows users to modify the properties of the template, so it is not recommended to set
this permission for all users.

+  Click Apply to commit your changes.
«  Open the Extension tab and select Application Policies. Click Edit...
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CCM User Properties

Subject Name lssuance Requirements

General | Compatibility | Reguest Handling Il:r'_.r|;:|t|::ag|Elp:ah).r | Key Attestation
Superseded Templates | Extensions | Security | Server

To modify an extension, select it. and then click Edit.

DCert'rﬁcate Template Information
Dlssuance Policies

Key Usage

Description of Application Policies:

Encrypting File System ~
Secure Email
Client Authentication
S
| ok || cancel | eph Help

Figure 6.6

Now you will be able to add, edit or remove application policies for this template from the set of
application policies.
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Properties of New Template 3
Subject Name | Server | lssuance Requirements
Compatihil - ohy
5 Edit Application Palicies Extension ¥
Tom An application policy defines how a certificate can be
used.
&l

Application policies:

B
D Encrypting File System

D Secure Email

e —

L= | Add... Edit... ) Eemave |
Encr o ~
5'?"31 [ | Make this extension critical
Clier

o

| oK || Cancel || Aol Help
Figure 6.7
+  To view or edit the OID of a selected application policy, click Edit...
Edit Application Policy -

Type the new name for this policy.

Name:
Client Authertication

Object identifier:

ox | [ ]

Figure 6.8

Remarks: You can add an application policy by clicking the Add button.

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 26



Comodo CA Proxy Server - Windows Installation Guide (E_(_)__r__y__\lindovv‘s"gé?\_/gr 2 012 R2)

COMODO

e Creating Trust Online®

et =

Add Application Policy

An application policy (called enhanced key usage in Windows 2000)
defines how a cerificate can be used. Select the application policy required
far valid signatures of cerficates issued by this template.

Application policies:

Ay Purpose ~
Cerfficate Request Agent

Code Signing =
CTL Usage =

Diigital Rights

Disallowed List

Document Signing

Domain Mame System (DMS) Server Trust

Eary Launch Artimalware Driver

Embedded Windows System Componert Verfication

File Recovery

HAL Bdension W

| oK || Cancel |

Figure 6.9
If you need a policy which is not in this list, click New... then enter the name and OID of the new policy and click OK.

You can use only OIDs, that are supported by current version of CCM. Please view OIDs list at CCM side. Section 6
explains how to view this list.

+  Select Key Usage item at Extensions tab (Figure 6.6), then click Edit... button. Select suitable options
for Key Usage extension (Figure 6.9) of this template, then click OK button. If you don't need any
changes, press Cancel button.
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Properties of New Template -
Subject Name I Server I lssuance Requirements
Compatibility I General I Reguest Handling Cryptography
Superseded Templates | Edensions Security

To modify an extension, select it, and then click Edit.

BExtensions included in this template:
Dﬁpplicatiun Policies

D Basic Constrairts

Dl:ert'rﬁcate Template Information

licies
{: Key Usage )

C=)
Edit Key Usage Extension k—}‘
Specify the required signature and security options far a key usage -~
extension.
Signature
Diigital signature
[ ] Signature is proof of origin {nonrepudiation) -
Cerificate signing
CRL signing
Encryption
() Allow key exchange without key encryption (key agreement)
i®) Allow key exchange only with key encryption (key enciphement) :| Help
[ ] Allow encryption of user data
Male this extension critical
oK Cancel
Figure 6.10

Select Cryptography tab of current template property editor (Figure 6.10). Enter algorithm name, key
size and hash algorithm, then click OK button.

Remarks: This tab is available only for version 3 certificate templates. These settings apply to the certificate request
only, not the certificate issued from this template.
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CCM User Properties

Subject Name I lssuance Requirements
Superseded Templates I Extensions | Security I Server
General | Compatibility I Request Handling | Cryptography |Keyﬁd'testatiun

Fravider Category: Legacy Cryptographic Service Provider
Algarithrn narne: | Determined by CSP v |
Minimum key size: |2||]-1.E

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer
(®) Requests must use one of the following providers:

Providers:

[w]Microsoft Enhanced Cryptographic Provider w1.0 -

[[IMicrosoft OH SChannel Cryptographic Provider E
[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr —

[[IMicrosoft Enhanced RSA and AES Cryptographic Provider

[ IMicrosoft RSA SChannel Cryptographic Provider hd

Request hash: Determined by CSP

|se altemate signature format

| ok || Canesl || ok Help

Figure 6.11
«  Complete the different template properties tabs according to the purposes of this template.
+  Click 'Apply' to save your changes and then click 'OK' to close the dialog.

+ To associate the new template with Comodo CA Proxy, open certificate service by running ‘certsrv.msc'
command, right click 'Certificate Templates' node at the left and choose 'New' > 'Certificate Template to
Issue' from the right click options, as shown in Figure 6.12.

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 29



Comodo CA Proxy Server - Windows Installation Guide (Eg[_yVindoW§”S6_fQé_r 20

2012 R2)

COMODO

Creating Trust Online®

05l certsrv - [Certification Authority (Local)\ComodoCAProxy\Certificate Templates] [ = [2 -
File Action View Help
e« % 63

;) Certification Authority (Local)
4 g ComodoCAProxy
|| Revoked Certificates
7] lssued Certificates
|| Pending Requests
|| Failed Requests

MName

H Directory Email Replication

] Domain Centroller Authentication
] Kerberos Authentication

H EFs Recovery Agent

] Basic EFS

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File Systemn

=
lJ—CE Manage ’)omain Controller Client Authentication, Server Authentic...
Authenticati
Mew 3 || Certificate Template to lssue [:r HEhen .|ca -|or1 .
. t Authentication, Server Authentic...
WView P User Encrypting File System, Secure Email, Cl...
Refresh ubordinate Certification Authority <All=
Export List Administrator Microsoft Trust List Signing, Encrypting...
Help

Enable additional Certificate Templates on this Certification Authority

Figure 6.12

«  Select your template and click OK to save changes and close the window

] Enable Certificate Templates

Select one Certfficate Template to enable on this Certification Authority.

Mote:  a cerificate template that was recently created does not appear on this list, you may need to wait urtil
information about this template has been replicated to all domain controllers.

All of the cerfficate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Mame Intended Purpose ”~
] Authenticated Session Client Authertication
& CA Exgha IV R

Cliert Authentication, Directory Service Email Replication, Enoe

ey Cedificate Beguest Agent
E Code Signing Code Signing
& Cross Certffication Authority <All>

& Enrollment Agent Certificate Request Agent
E Enrollment Agent {Computer) Cerificate Request Agent
E Exchange Enmoliment Agent (Offline request) Cerificate Request Agent
] i )

£

m >

Figure 6.13
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7. Map Templates to CCM Certificate
Types

CCM allows you to map custom certificate templates created on a AD server to CCM private certificate types. After
selecting a custom template and enrolling for a certificate using the Comodo CA Proxy service, CCM will issue a
private CA certificate according to the parameters in the template.

The 'MS AD Certificate Template Mapping' interface in CCM allows admins to map templates to private CA certificate
types. To get started:

»  Login to CCM as an MRAQO administrator
«  Open the mapping interface by clicking 'Settings' > 'Certificates' > "MS AD Certificate Template Mapping'.

Dashboard @ Certificates [ Discovery (!5 Reports 2?. Admins

Organizations ~ Domains  Motifications ~ Encryption  Access Control  Private Key Store Email Template Agents Assignment Rules

SSLTypes  ClientCert Types  Device Cert Types  [UERABNe:iilv= GO ECUE G Custom Figlds

Y Filter v
2 || *adw
M5 AD CERTIFICATE TEMPLATE MS TEMPLATE KEY USAGE M5 TEMPLATE EXTENDED KEY USAGE CERTIFICATE TYPE

() Computer digitalSignature; keyEncipherment 1.36.1557321361557.31 Device Certificate
(O Workstation Authentication digitalSignature; keyEncipherment 136.1.55732 Device Certificate
(O CCMweb server digitalSignature;keyEncipherment 136155731 35L
(O CCMfAdministrator digitalSignature;keyEncipherment 136155732136155734,1.361.41.311.1C Client cert
) CCMUser digitalSignature; keyEncipherment 136155732136155734,1.3.61.41.311.1C Client cert

~

>
st 1-soacrr ([ DD

Notes:

+  The MS Agent should have been installed on the AD server of the Organization/Department from which
the templates are to be mapped. The agent should have been configured to act as CA Proxy. Refer to the
section Comodo CA Proxy Service Installation for more about installing and configuring the MS agent.

«  Private certificates should be enabled for your account in order to map them to MS AD templates. Please
contact your account manager to enable private certificates for your account.

«  Certificate types with mapped templates can only be enrolled for through an AD server using the certificate
enrollment service or a group enroliment policy.

«  For SSL Certificates - CCM currently only supports MS AD template mapping for the 'Private UCC SSL'
certificate type. Other private CA certificate types will be enabled for template mapping in future versions.

»  For Device Certificates - Administrators can request their account manager to add private CA's to their
account and create device certificate types as required from 'Settings' > 'Certificates' > 'Device Certificate
Types'. These device certificate types can be mapped to MS AD certificate templates.

« To add a certificate template mapping to CCM. click the 'Add'" button.
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Dashboard '@' Certificates [ Discovery (]5 Reports
Crganizations Diomains Muotifications Encryption Access Control Private Key Store Emai
S5L Types Client Cert Types Device Cert Types Custom Fie
W Filter
3
MS AD QERTIFICATE TEMPLATE MS TEMPLATE KEY USAGE MS TI
i) Computer digitalSignature; keyEncipherment 13.6.1.5
Add MS AD Certificate Template Mapping b4
*-required fields
MS Agent' | Agent 74 EI A
MS Template* | Default EI
Term (days) NIA
Key Usage NIA
Extended Key Usage NIA
Certificate Type* | Device Certificate EI
Cerificate Type Mame* | CertIndia EI
Term (yearsy* 1 EI
Key Usage dataEncipherment
keyAgreement
digital Signature
keyEncipherment
nonRepudiation o
oK | Cancel
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Form Element Type Description
MS Agent (required) Drop-down | The drop-down lists MS agents found on AD servers. Select the agent
list that you want to map with CCM for the template.

MS Template (required) Drop-down | The drop-down lists certificate templates found on the AD server. Select
list the template that you have configured as explained in the section
'Configure Templates at Active Directory'.

Term Text Field | The validity period of the certificate as defined in the selected template.
Key Usage Text Field | Details of key usage defined in the selected template
Extended Key Usage Text Field | Details of extended key usage defined in the selected template
Certificate Type Drop-down | Available certificate categories are SSL, Client and Device. The

list certificate types are as configured on CCM .

«  SSL - Currently only Private UCC is available. Other private CA
certificate types will be enabled for template mapping in future
versions.

«  Client Cert - All client cert types available for your account.

»  Device Cert - All private device cert types added to your
account. You can add private device cert types by associating
them to private CA's added to your account and selecting Key
Usage (KU) and Extended Key Usage (EKU) parameters.
Contact your account manager for adding private CAs for
adding Private CA's of your choice to your account.

Certificate Type Name Drop-down | Certificate sub-type. The certificates available in this drop-down are
list determined by the 'Certificate Type' chosen in the field above.
Term Drop-down | The terms configured for the selected sub-type in CCM.
list
Key Usage Text Field | The key usage of the certificate sub-type as defined in CCM
Extended Key Usage Text Field | The extended key usage of the certificate as defined in CCM

«  Click 'OK" after configuring the certificate type for the selected template.

8. Configure Active Directory Users

First, check that the following attributes are correct for user accounts in Active Directory:

*  First Name

» Last Name
e E-mail
«  Company

»  Department [optionally]
To check this:
1. Make sure, that you are logged on to the appropriate server as a domain administrator.

2. Run dsa.msc (Press Windows Key + R, type certsrv.msc, click OK)
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E Active Directory Users and Computers
File Action View Help

ez 2E 40 XECR BHm PaETE%

j Active Directory Users and Computers [WIN-QIS788)| Mame Type ~
B[] Saved Queries Administrator

4 3 root.adtest.tst
B | Builtin

- Al nooe e auon... Group - Domain Local
[ J CUmP‘.UtE'S %Cert Publishers Security Group - Domain Local
b =] Domain Contrallers 82, Cloneable Domain Controllers Security Group - Global

b L] ForeignSecurityPrincipals %Denied RODC Password Replication ... Security Group - Demain Local

: = h"‘- Service Accounts %Dnsﬂdmins Security Group - Domain Local
EQJ DnslpdateProxy Security Group - Global

52, Domain Admins Security Group - Global e

52, Domain Computers Security Group - Global

52, Domain Contrallers Security Group - Global

52, Domain Guests Security Group - Global

%Domain Users Security Group - Global

% Enterprise Admins Security Group - Universal

% Enterprise Read-only Demain Contro.. Security Group - Universal

% Group Policy Creator Owners Security Group - Global

3‘_. Guest User L

% HelpLibraryUpdaters Security Group - Domain Local

% Protected Users Security Group - Global

% RAS and IAS Servers Security Group - Domain Local o
< m | > [ <] m | >

Figure 8.1 Double click on selected user
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ADUser Properties
Member Of | Dial4n | Environment I Sessions
Remote control | Remaote Desktop Services Profile | COM+
General | Address | Accourt | Profile | Telephones | Crganization

?L" ADUser
First name: | Initials: I:I

Last name: |

Dizplay name:

Description: | |

Crifice: | |

Telephone number:

E-mail: ADUser@ccmga.com
Web page: | Cither. ..

| ok || cancel || fepn Help

Figure 8.2 Check First name, Last Name, E-mail
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ADUser Properties

Member Cf I Dial-n I Environment I Sessions
Remate control | Remaote Desldtop Services Profile | COM=
General I Address | Account I Profile I Telephones | Organization

Job Title: | |

Departmert: [ |Research Department

Compary: Industrial Blectronics
Manager
Mame: |
Properties Clear
Direct reports:

| ok || cancel || pph Help

Figure 8.3 Check Department and Company
3. Click 'OK' to apply changes and close this window

9.Enrollment and Auto-Enroliment

1. Log on to the user's workstation as domain-joined user. Auto-enroliment must be initiated by the

system automatically. For details, see Microsoft's technical documentation related to certificate auto-
enrollment.

2. Run certmgr.msc. Select node Certificates — Current User=>Personal. If the 'Certificates' sub-node is
present, select it and try to view the list of certificates. Otherwise, the auto-enroliment is in progress, or
is not started.

3. To start manual enroliment, select the menu option ‘Task' > 'Request New Certificate...'
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Figure 9.1
4. Read the 'Before you begin..." information and click the 'Next' button:
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Select Certificate Enrollment Policy

Certificate enrellment policy enables enrcllment for certificates based on predefined certificate templates.
Certificate enrcllment policy may already be configured for you.

Configured by your administrator
Active Directory Enrcllment Policy

Configured by you

et || Cancel

Figure 9.2

5. Select 'Active' Directory Enroliment Policy' and click the 'Next' button
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrall,

Active Directory Enrollment Policy

[ ] Administrator jr.! STATUS: Available Details

[ | Basic EFS j‘_J STATUS: Available Details

m CCM User i) STATUS: Available Details

[ ] Copy of User i) STATUS: Available Details

[_] EFS Recovery Agent i) STATUS: Available Details

[lser 1) STATUS: Availahle Metails
[ ]5how all templates

Enroll || Cancel

Figure 9.3

6. Select the certificate template you wish to use and click the 'Enroll' button
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—| Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrcll.

Active Directory Enrollment Policy Kl

[] adrninistrator 1) STATUS: Available Details «

[]Basic EFs jr" STATUS: Available Details
CCM User jr" STATUS: Available Details ~ =

[ Copy of User jr.ﬂ STATUS: Available Details «

[ EFS Recovery Agent jrj STATUS: Available Details » | |

[llser i) STATUS: Availahle Details v |~

[[] Show all templates

| Enroll || Cancel

Figure 9.4
7. Make sure the enrollment operation finishes successfully then click the 'Finish' button:

Remark: You can view detailed information about enrolled certificates by clicking the 'View Certificate’ button See
Figure 9.5.

Comodo CA Proxy Server Installation guide | © 2017 Comodo CA Limited | All rights reserved 40



Comodo CA Proxy Server - Windows Installation Guide (E__c_;_r___\_/.\lindoWé"S_é?\_/ér 2012 COMODO

et Creating Trust Online®

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

Active Directory Enrollment Policy

CCM User \f STATUS: Succeeded Details ~

The following cptions describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies:  Client Authentication
Secure Email
Encrypting File System
Validity period (days): 363

WView Certificate

Figure 9.5

8. The 'Details' tab contains all certificate properties:
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| General | Details | Certification Path

Show; | <All= ] |

Field Value

Subject Key Identifier %45 0f2bfdc282a6b33b ...
.ﬂ'.uﬂm::nri‘u:yI Key Identifier KeylD=3c 33 acel al4cbe 2...
CRJ_ Distribution Points [1]CRL Distribution Paint: Distr. ..
.ﬂ'.uﬂm::nri‘u:yI Information Access  [1]Authority Info Access: Acc...

Subject Alternative Mame Other Name:Principal Mame=A. ..
liz]key Usage Digital Signature, Key Encipher...
.Thumbprint algorithm shal

Thumbprint b7flda1c92 2359 1e 70 &d ...

b7 £f1 da 1= 92 28 59 1e 70 84 87 93 24 6b %6
61 a= 58 99 5d

Edit Properties... || Copy to File... |

[ o ]

Figure 9.6

9. On the Comodo CA Server console you also can see this certificate under the Issued certificates node. To
view it's details, double click it in the list. The result is same as from client certificates console and is

displayed in Figure 9.6

File Action View Help

e ncdzH

E{J Certification Authority (Local) Request ID Requester Name Binary Certificate

4 gi root-WIN-QI978906VUG-CA- || [ ROOT\ADUser -----BEGIN CERTIFICATE MIIGVDCCBaSgAwIBAgITL
7] Revoked Certificates G ROOT\Administrator ---—BEGIN CERTIFICATE MIIGuzCCBaOgAwlBAgITI
L] lssued Certificates . ROOT\ADUser BEGIN CERTIFICATE----- MIIGzCCBZ+ gAwlBAgITI
| Pending Requests
| Failed Requests
] Certificate Templates

Figure 9.7
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10. Configure MS Agents for Certificate
Discovery and Issuance

Comodo Certificate Manager uses an agent for certificate discovery and for provisioning device certificates through
the AD server:

+ Certificate Discovery - Once configured, the agent periodically scans the server, fetches the network/object
structure and passes information about detected certificates to CCM. The results can be viewed from the
'Discovery' > 'Network Assets' interface of CCM.

«  Provisioning of Device Authentication Certificates - MS agents installed on AD servers also act as a CA
proxy. The agent will receive certificate requests from the NDES server and forward them to CCM. The
agent will track all orders and, after the device certificate has been issued, will fetch the certificates and
forward them to the NDES server. The NDES server, in turn, will forward the certificates to the devices.

Note: To provision device authentication certificates, the AD server must have:
«  ANetwork Device Enrollment Service (NDES) server integrated

« A Group Policy which will enroll device certificates for devices

For guidance on this, please refer to the online guide at:
http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enroliment-service-ndes-in-active-
directory-certificate-services-ad-cs.aspx

«  Mapping MS AD Certificate Templates to CCM Certificate Types -

« MS agents on AD servers allow templates on the server to be mapped with CCM certificate types,
enabling CCM to act as a Private CA for an Organization/Department.

«  Domain admins can create custom certificate templates on their server as required and request
CCM admins to map these templates to private certificate types.

«  Domain administrators can enroll for certificates from the AD server by selecting the correct
template. See Map Templates to CCM Certificate Types for more details.

« CCM also allows you to create clusters of MS Agents installed on different AD servers to act as a single
agent. If any agent fails, the other agents in the cluster will seamlessly continue the functions of certificate
discovery and provisioning. This ensures that users do not suffer delays or data loss when requesting
certificates.

«  The 'MS Agents' interface shows a list of agents installed on different AD servers and allows admins to
configure them for certificate discovery and issuance.

» Login to CCM as an MRAO administrator
»  Click 'Settings' > 'Agents' > 'MS Agents".
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Dashboard @ Certificates [ Discovery i3 Code Signing on Demand @ Reports 2?. Admins il

Organizations Domains Motifications Encryption  Access Control Private Key Store Email Template Cerificates Assic

Network Agents PN E LS

Y Filter

E!' Download Agent || Create Cluster

¥ HAME ACTIVE CONNECTED HODES STATUS VERSION CA PROXY ENABLED
() Cluster1 2of2
() Agent74 25
() Agent73 25
I 9 e

Column Header Description

Name Name of the MS Agent.

Active Indicates whether or not the agent is active. Administrators can change the state if
required.

Connected Nodes The number of nodes currently connected to CCM out of all nodes.

Status The current connection status of stand-alone and clustered agents. The possible
states are:

- Stand-alone agent - The agent is connected to CCM

Clustered Agent - All node agents in the cluster are connected
to CCM.

- Stand-alone agent - The agent is not connected to CCM
Clustered Agent — None of the nodes agents in the cluster are
connected to CCM.

WARNING - Clustered Agent — One or more of the node agents in the
cluster is not connected to CCM

NfA - Stand-alone agent — The agent has never established
connection to CCM.

Clustered Agent — No node agents are added to the clustered

agent.
Version Displays the version number of the MS Agent.
CA Proxy Enabled Indicates whether the MS agent is enabled as a CA proxy to receive device certificate

requests from the NDES server.
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v Active
v Connected Modes
+ \ersion
Controls Download Download and create a new MS Agent for installation on to an AD server that you
Agent wish to integrate.
Create Create an agent cluster by grouping a set of stand-alone agents. See Configuring
Cluster Clustered MS Agent for more details.

Refresh Updates the list of agents.

Agent Edit Stand-alone Agent - Enables administrators to modify the agent configuration
Controls settings

Clustered Agent — Enables administrators to edit general settings, add or remove
node agents and edit scan configuration settings.

Delete Removes the agent.

Commands | View commands executed by the agent. Commands are available for configuration
updates, scanning the AD server and more.

Restore Allows admins to download the agent setup file for pre-configured agents. This is
useful if you if you have already configured, downloaded and installed the agent on a
server but want to re-install the agent for some reason. The new agent setup file will
be configured with the same parameters (agent name, secret key, CA proxy, update
settings, scan schedule etc). Applicable only for the agents that are active.

The following sections explain more about:
+  Configure stand-alone MS Agents
+  Configure MS Agent Clusters
Configure Active Directory Discovery Tasks

10.1.  Configure Stand-Alone MS Agents

You can configure a schedule for MS Agents to specify when they should scan your servers and forward the results
to CCM.

To configure an agent
« Login to CCM as an MRAO administrator
«  Open the 'MS Agents' interface by clicking 'Settings' > 'Agents' > 'MS Agents'.
«  Select the agent and click the 'Edit' button
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Edit Agent: Agent 57 x

*-required fields

MName® | Agent 57

Version 2.0

IP address | L0-102.51.125

Active
Auto update Enabled
CA proxy Enabled
Secret Key (min 10 symbols)* | KgGxBcnCqwixoejl3nNQ7d

Comments

DEFAULT PARAMETERS FOR NDES ENROLLMENT

Organization®™ | acme corp ~

Department | None h

0K Cancel

Edit Agent - Table of Parameters

Field Name Type Description
Name String The name of the agent. Administrators can edit the name of the MS agent.
Version The version number of the agent.
IP Address Text box Shows the IPV4/IPV6 address, or loop-back address, or the physical address
of the server on which the agent is installed.
Active Checkbox Enables admins to enable or disable the agent
Auto update String Shows whether or not the agent is configured for auto update
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Edit Agent - Table of Parameters

CA proxy String Whether or not the agent is enabled as a CA Proxy to forward device certificate
requests from the NDES server to CCM.

Secret Key String Displays the secret key generated by the agent to authenticate itself to the
Comodo CM server.

Administrators can copy and save the secret key in a safe location for use in a
new agent. This can be useful if the agent has to be reinstalled to the same
server for scanning the same internal network.

Comments String Enables admins to leave internal notes about the agent

Default Parameters for NDES Enrollment

Organization Drop-down list | Select the organization you want to associate with the agent for issuance of
certificates through NDES.

Department
certificates through NDES.

Drop-down list | Select the department you want to associate with the agent for issuance of

«  Edit the values if required. To set a scan schedule for the agent, click the 'Scan Configuration' tab.
«  Click 'OK"in the 'Edit Agent' dialog for your configuration to take effect.

«  Once MS Agent is installed on a AD server, you can configure AD discovery scan tasks. See section
Configure Active Directory Discovery Tasks for more details about scan configurations.

10.2.  Configuring Clustered MS Agent

CCM allows you to create agent clusters by grouping stand-alone MS Agents which are installed on different servers.
Once clustered, the stand-alone agents will act as a single agent. This provides redundancy, so if an agent goes
down, its certificate discovery and issuance functions will be taken over by another agent in the cluster. This
prevents delays and data loss during issuance and discovery operations.

Any number of agents can be included in a cluster.

Prerequisites:

The MS agents to be included in the cluster are installed on AD servers, connected to CCM and configured with the
following parameters enabled:

- CAProxy
« Active
»  Auto Update

See the section Comodo CA Proxy Service Installation for guidance on downloading and installing stand-alone MS
Agents.

To create a clustered agent
»  Login to CCM as an MRAQO administrator
+  Open the 'MS Agents' interface by clicking 'Settings' > Agents' > 'MS Agents'".
+  Click the 'Create Cluster' button
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Dashboard @ Certificates [ piscovery Code Signing on Demand

Organizations Domains Motifications Encryption  Access Control Private Key Store Email Temg

Metwork Agents MS Agents

| ™y Filter

| £% || Download Agend || Create Cluster |

NAME ACTIVE CONMECTED NODES STATUS VERSION
() Agent57 DISCONNECTED 2.0
Agent 58 1 | DISCO SCTED. 20
Create Cluster x

“required fields

MName® | Enter name

DEFAULT PARAMETERS FOR NDES ENROLLMENT

Organization® | acme corp |
Department | Mone |
NODES
| o add |
HAME ACTIVE STATUS VERSION CLUSTER MASTER

Create Cluster - General Tab - Table of Parameters

Field Name Type Description

Name String Enter a name for the clustered agent.
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Create Cluster - General Tab - Table of Parameters

Default Paramefers for NDES Enroliment

Organization | Drop-down list | Select the organization you want to assign to the cluster for issuing certificates
through NDES.

Department Drop-down list | Select the department you want to assign to the cluster for issuing certificates
through NDES.

Add Control butfon | Allows you to add stand-alone agents to the cluster. See the explanation of
Adding Node Agents to the Cluster for more details.

Adding Node Agents to the Cluster

You can add pre-configured stand-alone MS Agents to a cluster. Please ensure the agents are the latest version, are
active, and are connected to CCM.

To add agents to a cluster
»  Click 'Add" in the 'Create Cluster' > 'General' tab dialog
» The 'Add Nodes' dialog will open

HODES
(Fd
NAME ACTIVE STATUS VERSION CLUSTER MASTER
N
Add Nodes X
Available agents: Selected agents:
Agent 57
Agent 58
¢
»
<<
0K Cancel

Alist of available stand-alone agents will be shown in the left pane.
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»  Use the arrow buttons to add the stand-alone agents to the cluster

+  Select the agents to be added and move them to right pane by clicking right arrow > button

or simply drag and drop the agent(s) to the right pane

» To add all agents at once click the » button
« Toremove agent(s) added by mistake, select the agent from the right pane and click the left arrow

< or simply drag and drop the agent to the left pane

<«

« Toremove all agents at once click the button.

The agents will be added to the cluster and shown as a list.

Create Cluster 4
*-required fields
Name* | Enter name
DEFAULT PARAMETERS FOR NDES ENROLLMENT
Organization* | acme corp b
Deparment | None i
HODES
+ Add Edit Remove from Cluster || Commands Restore
HAME ACTIVE STATUS VERSION CLUSTER MASTER
©® Agentss 20
O Agents?

Nodes in a Clustered Agent — Table of column Descriptions

Column Header Description
Name Name of the MS Agent.
Active Indicates whether or not the agent is active. Administrators can change the state if required.
Status The current connection status of the agent. The possible states are:
- The agent is connected to CCM
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- The agent is not connected to CCM

N/A - The agent has never established connection to CCM.

Version Displays the version number of the MS Agent.

Cluster master | Indicates whether the node is set as the master agent in the cluster.

Note: CCM automatically assigns one of the agents in the cluster as master agent in order to
receive the commands for discovery scans and certificate issuance. The cluster master is
selected depending on the order of connection and the current connection status. If connection to
the cluster master is lost, the next agent is set as the cluster master.

Note: Administrators can enable or disable the columns as desired, from the drop-down button at the right end.

¥ Active
1A » Version
Controls Add Allows you add nodes to the cluster
Agent Controls | Edit Allows you to view the general settings and scan configuration of the

agent and edit the name of the agent.

Remove from Cluster |Releases the agent from the cluster. The released agent is added to
CCM as a stand-alone agent.

Commands Enables administrators to view commands executed by the agent.
Commands include configuration updates and scanning the AD server.

Restore Allows admins to download the agent setup file for pre-configured
agents. This is useful if you if you have already configured, downloaded
and installed the agent on a server but want to re-install the agent for
some reason. The new agent setup file will be configured with the same
parameters (agent name, secret key, CA proxy, update settings, scan
schedule etc). Applicable only for agents that are active.

«  Click 'OK"in the 'Create Cluster' dialog for your configuration to take effect.

Once the general settings are configured and the agents are added, the next step is to configure the scan settings.
See section Configure Active Directory Discovery Tasks for more details about scan configurations.

10.3.  Configure Active Directory Discovery Tasks

« The 'Active Directory Discovery Tasks' interface lets you configure scans on AD servers which have been
integrated with CCM. Scan results can be viewed in the 'Network Assets' tab.

+ Active Directory (AD) scans will locate all certificates installed on servers, devices and endpoints on active
directory domains.

«  Each scan will identify the network/object structure and locate all types of certificates - including SSL, client
certs, code signing certs and device authentication certs.

*  You can add auto-assignment rules to scans so unmanaged certificates will be assigned to a specific
organization or department.

«  You need to install the MS AD agent on your active directory server and integrate it with CCM in order to run
the scans. See Comodo CA Proxy Service Installation if you haven't yet done this.
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5 n &l es E iscovery [ e Signing on Deman eports 1 Admins L ings 1] u
Dashboard @ certificat D 2 Code s Demand % Report 02 au P14 setti ' About
Metwork Assets Met Discovery Tasks M3 AD Discovery Tasks
Y Filter v
3 || =k add ||| Edit || Detete Scan History || Last Scan Details

NAME STATE SCHEDULE LAST SCANNED
(® Dithers AD Scan Successful Manual

Agent 61- H .

oCan in Frogress sl

@] Ny Scan in Progress 30%  Daily

Click the following links to learn more about Active Directory scans:
«  Prerequisites
«  Overview of process
+ Add domains and start scanning
« Editan AD discovery task
« Delete an AD discovery task
« View a history of AD scan tasks
«  View AD scan results

MS AD Discovery Tasks area - Table of Parameters

Column Header Values Description
Name String Name of the certificate discovery task
State String Displays the status of the scan, that is, whether it is

successful, failed, in progress or canceled. Clicking on
the state displays respective result. For example, clicking
on 'Successful' will display the number of certificates

discovered.

Schedule String Displays whether the scan is to be run manually or
scheduled

Last Scanned String Displays the date and time of the last scan performed

Note: Administrators can enable or disable columns by clicking the button on the right:

W

v State
¥ Schedule

» Last Scanned

Control Buttons

Add Enables administrator to add a new AD discovery task

Refresh Updates the list of displayed tasks
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Discovery Task control Edit Enables administrator to edit the selected discovery task

Buttons such as change the scan name, domains to be scanned,
assignment rules and schedule

Note: The Discovery Task Delete Enables administrator to delete a AD discovery task from

control buttons are visible the list

only on selecting a domain

Scan Enables administrator to start a new scan for the selected
discovery task

Cancel Enables administrator to stop a running discovery scan.
This button will appear after starting a new scan for a
discovery task.

History Displays the details of past scans performed for the

selected discovery task and allows administrators to
download scan reports

Last Scan Details Displays the results of the last scan for the selected
discovery task

Clean Results Removes all the discovered certificates from the SSL
certificates tab

10.3.1.1. Prerequisites

The administrator has installed the MS Agent on required AD server and has integrated the server to CCM. See
Comodo CA Proxy Service Installation for more details.

10.3.1.2. Overview of Process

1. Run a scan on an AD domain in order to find the network object structure, endpoints, user accounts and all
deployed certificates.

2. Discovered items will be shown in the CCM interface as follows:

« All discovered certificates will be listed under respective certificate types in the Certificates area of
the CCM interface. ('Certificates' > 'SSL Certificates', 'Certificates' > ‘Client Certificates’,
'Certificates' > 'Code Signing Certificates', 'Certificates' > 'Device Certificates’).

« All items discovered on the AD domain will be shown in the 'Network Assets' interface. See View
Results of AD Discovery Scan Tasks for more details. This includes certificates and items like
devices, user accounts, and endpoints.

3. CCM will update the status of existing certificates that were issued using CCM (if necessary)

4. 'Unmanaged' certificates can become 'Managed' by renewing the particular certificate

10.3.1.3. Add Domains and Start Scanning

1. Toadd a new MS AD discovery scan task, click 'Discovery' > 'MS AD Discovery Tasks"> 'Add' to open the
scan configuration form
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Dashboard @ Certificates @ Discovery

MNetwork Assets Met Discovery Tasks MS AD Discovery Tasks

| Y Filter

Edit Delete Scan History Last Scan Details

STATE | SCHEDULE | LAST SCANNED

Manual

Common Assignment Rules Schedule

*-reqguired fields

Mame*
—
Agent* | Mone i_v

Diamains to Scan

Max Depth ofthe Scan | g

oK | Cancel |

The form has three tabs. The first to configure scan settings, the second to apply auto-assignment rules and
the third to schedule the scan.

2. First, complete the '‘Common' tab:

Form Element Description

Name Enter a name to describe the AD discovery task

Agent Select the MS AD Agent or AD Agent Cluster to be used for scanning. For more details
on MS Agents and clusters,

Domains to Scan Enter the Active Directory domains you wish to scan.

Max Depth of the Scan | Select the number of network hierarchy levels to be scanned. The depth of the scan
should cover all required endpoints/users and other AD objects in the network.

0 = Unlimited

3. Click the 'Assignment Rules' tab to add rules which will assign unmanaged certificates identified by the
scan to an organization or department.
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Common Assignment Rules Schedule

Create Mew Assignment Rule

Ayailable rules: Assigned rules:

Default Rules for Comodo SE > ACME Corp Rule

Dithers Company Rule

L
: "
b >
Down
<<
Edit
oK Cancel

« Administrators can create and manage rules which automatically assign discovered certificates to specific

organizations/departments.
«  The rules can be configured in 'Settings' > 'Assignment Rules'. For more details on managing auto-

assignment rules, see Auto-Assignment Rules for Unmanaged Certificates.in the CCM MRAO Administrator

Guide
« Al auto-assignment rules configured on your CCM account are shown on the left.

+  Use the arrow buttons to add rules to the discovery task.
« To create a new rule, click the 'Create New Assignment Rule' button.
« Toeditarule, select it and click the Edit button.
4. Click the 'Schedule' tab to set the scan day, date and start time, and the frequency of the scans according
to the task:

Add X

Common Assignment Rules Schedule

Scan Frequency

Frequency | Daily E|
Time zone | UTC+03:30 - IST, 5LT E|

Time 14 . 40

0K Cancel

Available scan frequencies are: Manual (on demand), Daily, Weekly, Monthly, Quarterly, Semi-Annually and Annually.
5. Click 'OK".
The newly created discovery task will be displayed in the list.
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Dashboard '@ Certificates [ Discovery Code Signing on Demand
Metwork Azsets Met Discovery Tasks MS AD Discovery Tasks
y Filter
M o Add | Edit | Delete Scan History || Last Scan Details

A NAME STATE SCHEDULE LAST SCANNED

@CME AD Scan Manual_)
Agent 61- i :
oCan in rrogress oo

] P Scan in Progress 50%  Daily
() Dithers AD Scan Successful Manual

Repeat the process to add more MS AD Discovery Tasks.
6. Torun a scan, select the respective 'Discovery Task' from the list

The control buttons for managing the task will appear at the top.

7. Click the 'Scan' button to commence the discovery scan for the selected task.

Dashboard 'fgl' Certificates [y Discovery Code Signing on Demand

Metwork Azssets Met Discovery Tasks MS AD Discovery Tasks

| Y Filter

+2 | <4 aAda | Edit | Delete History || Last Scan Details

& NAME STATE SCHEDULE LAST SCANNED

® ACME AD Scan Manual

Agent 61-
O Autocreated
() Dithers AD Scan Successful Manual
Information b 4
o Scan has started.
(0]

Note: You can manually initiate a scan only for the tasks with schedule 'Manual'. Other scan will automatically run
as per the schedule set for respective the task.

CCM allows administrators to run multiple discovery tasks at a time. After a scan has started, select another task and
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click the scan button at the top.

If you cancel the scanning process, the entire system will revert to the state that existed before the scan was started
(i.e., any data collected during scanning will not be applied until the scanning process is completed).

If you cancel the scanning, you should specify the reason for in the ‘Cancel Reason' dialog and click OK.
Cancel Reason X

| Reason
i |Administrative reasons

Cancel

f
t Information X

o Scan has been canceled.
\

Atfter the scan is complete, the results will be shown under 'Active Directory' in the 'Discovery' > 'Network Assets'
area of the CCM interface.

10.3.1.4. Editing an AD Discovery Task

Administrators can reconfigure an existing AD discovery task by selecting it in the list and clicking the 'Edit' button at
the top.
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| Y Filter

|3 Delete
SCHEDULE | LAST SCANNED
® ACMEAD 3£an  Successful Manual
) Agent g~ Scanin Progress 0%  Daily
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Common Assignment Rules Schedule

*-required fields

Mame® | ACME AD Scan
Agent* | Cluster 1
Domains to Scan | agome.net

Max Depth of the Scan | 2

DK | Cancel |

The 'Edit' interface will open.

The interface is similar to the from for adding a new discovery task and allows administrators to change the task
name, select a another agent, choose a different domain, add or remove assignment rules, change the schedule and

more. For more details see Adding Domains and Start Scanning.

10.3.1.5. Deleting an AD Discovery Task

To remove an AD discovery task from the list, select it and click the 'Delete’ button at the top.
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Dashboard @ Certificates [y Discovery Code Signing on Demand

Metwark Assets Met Discovery Tasks MS AD Discovery Tasks

| Y Filter

=1 -I-Add_?|§_ edit (| Delete [} scan History || Last Scan Details |
I HAME | sTATE SCHEDULE | LAST SCAHNED
ACME AD Scan  Succegsiul Manual 10/05/2017 17:40:34
) iﬂ?onctrg?a;ed Scanfin Progress 0% Daily
Certificate Manager
9 Are you sure?

Yes [ Mo [

10.3.1.6. View History of AD Discovery Task

Administrators can view the results of previous scans for each AD discovery task. You can also view details of
certificates identified by each scan and can assign unmanaged certificates to an organization or department.

To view task history:
+  Click 'Discovery' > 'MS AD Discovery Tasks'
+  Select a task from the list
Click the "History' button above the table
«  All previous scans run under the task will be listed in a new window:
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Dashboard {® Ccertificates Discovery Code Signing on Demand

Metwark Assets Met Discovery Tasks MS AD Discovery Tasks

W Filter

£ || = Add ||| Edit || Delete ast Scan Details |

A HAME STATE LAST SCANNED
ﬁCMEF\DScan Successful

Agent 61-
o Autocreated Canceled

Mlithers AN Secas
History of scan "ACME AD Scan’ X
3% ||| Details

DATE STATE CERTS FOUND
® 093002017 12:37:00 Successful 380
() 10/01/2017 12:37:00 Successful 10
3 10/0212017 12:37:00 Successful 21
i) 10/0372017 12:37.00 Successful ]
() 100412017 12:37:00 Canceled ]
i) 10062017 12:20:09 Canceled 0
15 ruwsa'page1—ﬁuutufﬁ----

History of Scan - Column Descriptions

Column Header Description
Date Precise date and time at which the scan was run
State Whether the scan succeeded, failed, or was canceled.
Certs Found The total number of certificates identified by the scan. This includes SSL
certificates, client certificates, code signing certificates and device certificates.

»  Click the 'Details' button to view all certificates discovered during a scan:
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History of scan "ACME AD Scan’ b 4
DATE STATE CERTS FOUND
09/30/20Q7 12:37:00 Successful 380
O 10/01/2007 12:37:00 Successful 10
| ey S Fr
Details of scan "ACME AD Scan’ run at 09/30/2017 X
w’ Filter LV
5
COMMON NAME TYPE INVENTORY
server2012-ccm2012.comgal.ccmaga.com Device
DESKTOP-SAKS0IF. ccmgal.ccmga.com Device
DESKTOP-SAKS0IF. cemgal comga.com Device
W2012 admin Device
Device
W2012 admin Device
W2012 admin Device
W2012 admin Device
ccm1 win10user Device
Win52 admin2012 SMIME
W2012 admin Device
W2012 admin Device
W2012 admin Device
W2012 admin Device
win2012-ccmsub3.ccm3.comgal.cocmga.com S5L
15 | rowsipage 1-150:110(330..““
Close

Details of AD Scan - Column Descriptions

Column Header Description

Common Name The value in the 'Common Name' field of the certificate. This will vary
according to certificate type. SSL certificates will usually show a domain name.
S/IMIME certificates may show an email address or host name, and device
certificates usually show the host name of the device.

Type Indicates whether the certificate is SSL (web server), SMIME (email
certificates, client certificates), code signing, or device certificate.
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Inventory Indicates whether the certificate is 'Managed' or 'Unmanaged'.

« Managed - The certificate was requested and issued using Comodo
Certificate Manager.

Click a 'Managed' link to view certificate details. You can also open
certificate details dialog by selecting the certificate and clicking the
'Details' button.

+ Unmanaged - The certificate was not requested/issued using CCM.
This category includes 3rd party certificates, self-signed certificates
and Comodo certificates issued by other platforms.

Select an 'Unmanaged' certificate and click the 'Assign to..." button to
delegate it to an organization or department

Tip - CCM allows you to configure AD discovery scans to automatically assign
unmanaged certificates to an specific organization or department. See
Overview of Process under Active Directory Discovery Tasks for more details.

Note: Administrators can enable or disable columns by clicking the button on the right:

®

Serial Number

v Type

+ |nventory
Key Lsage
Extended Key Llsage

Serial Number The unique serial number of the certificate. This can be used to identify the
certificate.

Key Usage The cryptographic purpose(s) for which the certificate can be used. For
example, key encipherment and signing.

Extended Key Usage Higher level capabilities of the certificate. For example, web server
authentication and client authentication.

«  Click the 'Assign to' button to manually delegate an unmanaged certificate(s) to an organization or
department.

Details of scan "ACME AD Scan’ run at 09/30/2017 p

Sy’ Filter v

- Details Assign to
COMMON NAME TYPE INVENTORY
server2012-ccm2012.comaal.cocmaa.com Device
| DESKTOP-SAKSO0IF.comgal.ccmaa.com Device
DESKTOP-SAKS0IF.ccmgal.comaga.com Device
W2012 admin Device
Device

2012 admin Device
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»  Click the 'Last Scan Details' button to view certificates discovered by the most recent scan:

Dashboard @ Certificates [ Discovery Code Signing on Demand

e —
Network Assets NetDiscoueryTask MS AD Discovery Tasks '

| 'y Filter

2 || =+ add | Edit || Delete | History || Last Scan Details |

HAME STATE SCHEDULE LAST SCANMNED
ACME AD Scan  Successful Manual 1000612017 15:10:21
(O Dithers AD Scan Canceled Manual

Details of scan "ACME AD Scan’ run at 10/06/2017 x
Y Filter o
I | Details Assign to

COMMON NAME TYPE INVENTORY
senver2012-ccm2012 comgal.ccmaga.com Device
[0 DESKTOP-SAKBOIF.ccmgal.ccmga.com Device
[0 DESKTOP-SAK80IF.ccmgal.ccmga.com Device
1 w2012 admin Device
| Device
1 w2012 admin Device
[0 win52 admin2012 SIMIME
[] wWin52 admin2012 SIMIME
[] Win52 admin2012 SIMIME
[0 wWin52 admin2012 SIMIME
O w2012 admin Device
1 w2012 admin Device
[ cemt winiOuser Device
0 wWin52 admin2012 SIMIME
O w2012 admin Device
15 | rowsfpage 1-15out ufm--uu

10.3.1.7. View Results of AD Discovery Scan Tasks

After each Active Directory discovery scan, Comodo Certificate Manager updates the lists of certificates in the
following areas of the CCM interface:

1. The 'Certificates' area ('Certificates' > 'SSL Certificates', 'Client Certificates', 'Code Signing Certificates' and
'Device Certificates').
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2. The Network Assets area (‘Discovery' > 'Network Assets' > Active Directory)
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The Active Directory section of ‘Network Assets' contains:
- Managed certs
- Unmanaged certs which are assigned to an Org/Dep.
- Unmanaged certs which are not assigned to an Org/Dep.
- Network objects including domains, users and devices enrolled to the AD domain
«  The Active Directory area shows AD domains that have been integrated to CCM by installing the MS agent.

» Each AD tree shows objects found on the domain (including user accounts, devices and endpoints) and all
certificates associated with that object.

*  You can view details of each certificate and manually assign unmanaged certificates to organizations or
departments. Doing so will make them available in the SSL certificates interface.

Comodo advises administrator to:
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i.  Schedule regular discovery scans as a matter of course;

ii. Runamanual scan after every change to certificate configuration. Otherwise, it is possible that the
'SSL Certificates' area will show inaccurate information. (e.g. you may have uploaded a certificate to
your website but in CCM the certificate will have a state of 'Issued' and a discovery status of 'Not
deployed' if you haven't re-run the scan).

iii. Run a manual scan after any change to the network in general.

11. Troubleshooting

11.1.  Enrollment Failure

See *.log files under \Log sub-folder for error logs. Logs can be opened with any text viewer or editor.
In case of enroliment failure, please make sure that the following is completed:

1) Names of the organization and the department in user's properties at Active Directory side matches the
corresponding settings on the CCM side.

2) The email address in user properties at the Active Directory side is valid.
3) The selected domain is delegated to appropriate organization and department in CCM.

4)  Active Directory certificate template has Read, Enroll, Autoenroll permissions for appropriate users
and/or groups. Also enroliment and auto-enrollment is allowed by Public Key Policies of the domain.

5) Key Usage in Active Directory template is set according to KU bindings in the corresponding CCM
template. Application policies list in Active Directory template and EKU bindings list in CCM template
are equal by used aggregate of OIDs. Each Application policy in AD template have corresponding EKU
binding in CCM template.

6) ccm_ca32.exe is trusted for domain network and allowed by Windows Firewalll

11.2.  Unsupported Editions of Windows 2012/R2

There are some special-purpose editions of Windows Server 2012/R2, that optimized for specific tasks and do not
allow to install ADCS role. Such editions are not supported:

»  Microsoft Hyper-V® Server 2012

«  Windows Storage Server 2012 Standard

»  Windows Storage Server 2012 Workgroup
«  Windows MultiPoint Server 2012 Premium
«  Windows MultiPoint Server 2012 Standard

11.3.  Access Denied when Duplicating Templates

This error can take place when current user’s account has no corresponding permissions to container with
templates. To check and/or fix it, please do the following:

1) Make sure, that you are logged on to appropriate server as a enterprise administrator.

2) Run adsiedit.msc

3) Connect to “Configuration” naming context

4) Choose “CN=Configoration(your DC)->CN=Services->CN=Public Key Services ->CN=Certificate Templates”
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5) Open "Properties” window using corresponding option from the popup-menu

7) Select group or name of the user

)
6) Choose “Security” tab

)
8) Make sure that “Write” and “Create all chind objects” permissions are granted
9) Press OK button

The following figure shows how to find “Certificate Templates” container with ADSI editor.
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About Comodo CA

Comodo Certificate Authority is one of the world’s largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite
of certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

3" floor, Office Village Exchange Quay
Trafford Road, Manchester, M5 3EQ

United Kingdom

Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767
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